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Centralizirano upravljanje WiFi omrezja z usmerjevalnikom Vigor 2925 (Central AP Management)

Dual WAN usmerjevalnik Draytek Vigor 2925 se lahko pohvali s kopico novosti (v primerjavi s predhodnimi
verzijami iz serije 2920), ki jih bodo veseli Stevilni uporabniki. Kot najbolj opazne in uporabne bi lahko nasteli:

— Dashboard — upravljalsko okno za kompleksen pregled delovanja lokalnega omreZja iz ene tocke
— 5 x gigabit LAN (prej 4x)

— 2 x gigabit WAN (prej 1 x gigabit)

— iskanje in upravljanje drugih naprav Vigor

— SSLVPN

— LAN WEB portal

— USB termometer z email alarmi ob prekoragitvi nastavljenih vrednosti

— centralni VPN management

— centralni nadzor nad dostopnimi to¢kami Vigor AP 800 in Vigor AP 900

V tem dokumentu bi vam radi prikazali, kako lahko neverjetno hitro postavite centralizirano upravljano
brezziéno WiFi omrezje z vecjim stevilom dostopnih tock, brez potrebne po ro€nem nastavljanju vsake
posamezne enote. Za test je bila uporabljena verzija strojne programske opreme (firmware) je bila 3.7.4.1
(ftp://ftp.draytek.com/Vigor2925/Firmware/v3.7.4.1/)



ftp://ftp.draytek.com/Vigor2925/Firmware/v3.7.4.1/
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Nastavitve sistema

V Vigorje iz serije 2925 so dodali novo moznost imenovano ,Central AP Management®, s pomocjo katere
lahko centralno nadziramo in nastavljamo vecje Stevilo dostopnih to¢k Draytek Vigor AP800 in AP900.

Central AP Management

WLAN FProfile

Slika: Opcije, ki so na volju v sklopu centralnega nadzora AP

Status - pregled stanja

WLAN Profile — nastavljanje WLAN profilov in konfiguriranje AP s temi profili

AP Maintaince — vzdrzevanje, shranjevanje konfiguracije, nadgradnja firmware-a
Traffic Graph — graf prometa na posameni tocki

Rogue AP Detection — iskanje drugih dosegljivih dostopnih tock

Load Balance — razporejanje posameznih odjemalcev na razlicne dostopne tocke

Function Support list — spisek podprtih lastnosti pri posameznih modelih DT




Status

Kot je vidno na sliki, sta v lokalnem omrezju prikljueni dve dostopni to¢ka Draytek Vigor AP800. Prikazani
so osnovni podatki o stanju omreZja.

S klikom na IP naslov se odpre spletni vmesnik posamezne dostopne tocke.

DrayTek

Dashboard
Wizards
Online Status

WAN

LAN

Load-Balance/Route Policy

NAT

Hardware Acceleration

Firewall

User Management

Objects Setting

CSM

Bandwidth Management

Applications

VPN and Remote Access

Certificate Management

Central VPN Management

Central AP Management
Status

SSL VPN

USB Application
System Maintenance
Diagnostics

External Devices

ProductRegistration
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Central AP Management >> Status

Clear | Refresh

[index | Deviceliame | 1P Adiress | 55D | Encrypiion | Ch. | WL Client | Version | Password | |
h\ P800_001DAA392810 192.168.101.10 ap800 WPA2/PSK Auto 0/64 00 1273 Password | X

h\l ﬁPQOO_OOlDMQCFlSd 192.168.101.13 ap800 WPAZ2/PSK Auto 0/64 0/64 112 Password | X

Note:

Green:Online (= Ped: Offline )Grey:Hidden SSID
N N ?)
Maximum support 20 APs.

When AP Devices connectvia another intermediate router or switch, please check/unblock the following ports UDP:67,68,4944 and
TCP:80 of the router/switch, thus AP status can be retrieved.

S klikom na gumb Account se prikaze pojavno okno, v katerega se vnese geslo za administratorski dostop
do dostopne tocke. To geslo si Vigor zapomni in se periodi¢no povezuje na AP ter preverja stanje
posamezne tocke (ali je dosegljiva, koli€¢ina prometa, Stevilo odjemalcey,...).




WLAN profile

Vigor 2925 omogoca oblikovanje do 5 razli¢nih profilov, v katere lahko dodamo posamezne dostopne tocke.
Na sliki sta vidna 2 profila.
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Central AP Management >> WLAN Profile

Dashboard
Wizards
Online Status

[m] Default apsoon WPAHWPAZ/PSK Enahle MNone Mone

WAN

LAN

Load-Balance/Route Policy
NAT

Hardware Acceleration
Firewall

User Management

Objects Setting

CSM Clone ‘ | Edit ‘ | Cancel ‘ | Apply To Device
Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
Central VPN Management
Central AP Management

repeater aps00_R WPARIPSK Disable Mone Mone

WLAN Profile

SSL VPN

USB Application
System Maintenance
Diagnostics

External Devices

Product Registration

S pomocjo ¢arovnika se v nekaj korakih nastavi lastnosti brezzi€nega omrezja, ki jih potem usmerjevalnik (po
kliku na opcijo ,Apply to device) ,zapiSe“ v posamezne dostopne tocke v sistemu.

DrayTek gor2925 Series =
m Central AP Management >> WLAN Profile

WLAN Profile Edit

Dashboard
Wizards Device Settings
Online Status

Profile Name Default #  J Auto Provision
WAN
LAN Administrator admin

Load-Balance/Route Policy

*
NAT Password — *

Hardware Acceleration

Fireneai 2nd Subnet " Enable ® Disable
User Management -

Objects Setting Operation Mode AP r
CsSM

Bandwidth Management 2.4C WLAN General Settings

Applications = =

VPN and Remote Access Wireless LAN ‘ Enable '® Disable

Certificate Management

Central VPN Management 2.4G Mode Mixed(11b+11g+11n) ¥

Central AP Management 2.4G Channel
ML WMM ) Enable ® Disable

Tx Power 100% ¥

5G WLAN General Settings

SSL VPN - - -
USB Application Wireless LAN  Enable ® Disable
SysiE 5G Mode Mixed (11a+1ln) ¥
Diagnos

Extemal Devices 5G Channel 5180MHz (Channsl3s) ¥

Product Registration

Slika: 1. korak v nastavitvi profila (administratorsko geslo, nacin delovanja)




DrayTek

m Central AP Management == WLAN Profile

SSID1 SSID2 SSID3 SsiD4
Dashboard
Oniine s . 2wsw |
———— Active * Enable  Disable
LAN SSID [apg00 @ [LAN-A v [JHide SSID
Load-Balance/Route Policy
NAT VLAN f] (0:untag)
Hardware Acceleration Isolate (I From Memher
Firewall n -
User Management Security Settings
Objects Setiing | WPA+WPAZIPSK v |
CSM
Bandwidth Management Set up RADIUS Server if 802.1% is enahled.
Applications WPA , , ,
VPN and Remote Access WPA Algorithms CITKIP ® AES () TKIPIAES
Certificate Management EnEruntion Pass Phrase ﬁ
Central VPN Management [ ®
Central AP Management Key Renewal Interval 5600 Seconds
WEP
WLAN Frofile Setup WEP Key if WEF is enabled
802 1X WEP Enable © Disable
Access Conwol

Mode None v
SSL VPN "
USB Application =
System Maintenance
Diagnostcs N —
External Devices e a

Clients MAC Address: [ :[ :[ [ [ :[
[[_Add | [ Delete | [ Edit | [ Cancel |

Product Regiswation idth Limit

Stams (U Enable ® Disahle Auto Adjustment |  Epable ® Disable

Upload o Kbps Download o Kbps

| Back || Cancel || Mext |

Backup ACL Cfg Upload From File: | zberi datoteko | Mobena datoteka ni izbrana

Slika: 2. korak nastavitev 2,4GHz (imena omrezij, Sifriranje, gesla, MAC kontrola )
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Ceniral AP Management => WLAN Profile

56 55101 5G SSID2 5G SSID3 56 SSID4
Dashboard
Onine 3 - ss0o________________________|
nline Status
R ———— Active “ Enable Disahle
WAN -
LAN SsiD [DrayTek-56 [ [LAN-A v | [JHide SSID
Load-Balance/Route Polic
Wi y VLAN [ (0:untag)
Hardware Acceleration Isolate [ From Member
Firewall " -
User Management Security Settings
Objects Setiing WPAZIPSK v
CSM
Bandwidth Management Setup RADIUS Server if 802.1X is enabled.
Applications R R B
VPN and Remote Access WPA Algorithms (OTKIP ® AES () TKIPIAES
Certificate Management Encryption ’ﬁ
Central VPN Management 1 Pass Phrase ®
Central AP Management Key Renewal Interval ﬁsuu Seconds
WEP
WLAN Profile Setup WEP Key if WEP Is enabled
802.1X WEP Enable * Disable
Access Control

Mode Mone v
SSL VPN =
USB Application .
System Maintenance
Diagnostics i =
External Devices Ll =

Clients MAC Address [ :[ :[ :[ [ [
[ Add | [ Detete | [ Edit | [ cancel |

ProductRegistration idth Limit

Stawis [ CEnabie @ Disanie [ Auto Adjusmment | © Enable @ Disable

Upload | o Kbps |Duwnlnaﬂ | o Kbps

Note : 5G SSID Configuration only work with VigorAP800 v1.1.1 and newer APM Client.

| Back || Cancel | | Finish |

Backup ACL Cfg Backup |upluad From File: | Izberi datoteko | Mobena datoteka niizbrana| Restore |

Slika: 3. korak nastavitev 5GHz (imena omreZij, Sifriranje, gesla, MAC kontrola)

Kliknete samo $e gumb Finish in postopek vnosa podatkov je kon¢an. Profil je nastavljen, potrebno pa je
dologiti, kateri tocki se poslje posamezni profil.




AP Maintance

V vzdrzevalnem delu so na voljo funkcije:

Config Backup -> shranjevanje obstojeCe konfiguracije v datoteko
Config restore -> uporaba shranjene konfiguracije na tocki
Firmware upgrade -> nadgradnja programske opreme dostopne tocke
Remote Reboot -> ponovni zagon tocke

Operacije se lahko izvede na eni ali na ve¢ tockah.
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Dashboard
Wizards
Online Status

WAN

LAN
Load-Balance/Route Policy
NAT

Hardware Acceleration
Firewall

User Management
Objects Setting

CSM

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management

Central VPN Management
Central AP Management

AP Maintenance

SSL VPN

USB Application
System Maintenance
Diagnostics

External Devices

Product Registration

Vigor2925 Series

Central AP M
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AP Maintenance

Select Action
Action Type:

File/Path:

Select Device
Exlsting Device

Config Backup v

Config Backup
Config Restore
Firmware Upgrade
Remote Reboot

1-APB00_001DAA392810
2-AP800_001DAAZ93EED

oy

hosen

Selected Device




Rogue AP Detection

Na voljo je tudi spisek drugih dostopnih tock, ki jih zazna nasa dostopna to¢ka v obmocju svojega dometa.
Tocki AP 800 in AP 900 morata biti nadgrajeni vsaj na firmware 1.1.1
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Dashboard
Wizards
Online Stams

WAN

LAN

Load-Balance/Route Policy
NAT

Hardware Acceleration
Firewall

User Management
Objects Setiing

CSM

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
Central VPN Management
Centwral AP Management

Rogue AF Detection

SSL VPN

USB Application
System Maintenance
Diagnostics

External Devices

Product Regiswation
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Central AP Management => Rogue AP Detection

Rogue AP Detection

Enable Meighbor AP Detection
Refresh Min(s | Refresh |

: Signal Beacon Last
Ch SSID Mode BSSID Security () Period Detected

Q r_\)) 36 ap900_5 AP 00:1d:aa:39:28:14 WPA2PSK ag 100 May 26,13.25:14
@ ?)) 1 STA AP 00:1B:78:7a:7TR68 WPA2PSK 18 100 May 26,13.19:15
(o] ?)) 13 press AP 00:32:99:a9:05:01 WPA2Z a7 100 May 26,13:22:15
O ?,) 13 guesthouse AP 00:3a:99:a9:d5:00 WPAPSK a2 100 May 26,13:22:15
Q 9,) 11 MaLnk AP 00:1c:l0:ad:lehl WPA2PSK 7 100 May 26,13:10:15
@ 9)) 11 Ruckus AP 00:24:82:63:.6eel WPA2PSK 100 100 May 26,13.22:15
@ ?)) 11 MediaTerrafWiFi AP 00:14:6c:1f8e:0e WPAPSK 13 100 May 26,13:19:15
(5] ?,) 9 TusTelekom AP 00:50:7f.da:f0:88 WPAPSK 100 100 May 26,13:22:15
O ?,) 7 amise AP 64:66:h3:315a:70 WPA2PSK 78 100 May 26,13:22:15
Q r_\)) 6 Innbox-internet-5c81 BAP 4600:c0:02:5c:81:4 WPA2PSK 100 100 5 May 26,13:22.1
@ ?)) 1 Telos-WiFi AP Beraab3l2azfa WPA2PSK 100 100 May 26,13.22:15
@ 7)) 1 mdWireless AP 00:25:9c:1h:07:0c WPAZPSHK 42 100 May 26,13:22:15
O ?,) 1 Telos-guest AP Beraah3:52:a2:9 HOME 100 100 May 26,13:22:15
Q 9,) 1 Telos-auth AP Geraab3l2azm WPAZ 100 100 May 26,13.:22:15
@ 9)) 1 Ttest AP Beraab3d2azfa WPA2PSK 100 100 May 26,13.22:15
@ ?)) 1 telos-VolP AP Beraah3:92:a2:f8 WPA2PSK 100 100 May 26,13:22:15

hote:

Green ‘Friendly APs = Ped :Rogue APs ) Black :‘Unknown APs
Q) N ?),

Vigor2925 doesn't apply any security policies to Rogue AP List




Traffic Graph

Na tem delu je mogoce videti graf prometa na posamezni tocki za obdobje zadniji 24 ur ali zadnjih 7 dni . Ta
funkcija dela v kombinaciji s funkcijo External Devices in je vgrajena tudi v starejSe serije vigorjev (2920,
3200).

DrayTek

Central AP Management >= Traffic Graph

Dashboard W Enatle
Wizards

Online Status Show Chart | VigorAP800, VigorAPBOOD v | |LAN-A v | | Daily v Refresh Min(s): |1 v | | Refresh|

Firewall
User Managemeni
Objects Setting

Applications

VPN and Remote Act
Ceriificate Managem
Cenmral VPN Manag
Central AP Managern

Traffic Graph

Note : Enabling/Disabling AP Traffic Graph will also Enable/Disable the External Devices Function.

SSL VPN

USB Application
System Maintenance
Diagnostics
External Devices

Product Registr:

Slika: Primr grafa prometa




Load Balance

S pomocijo te lastnosti lahko bolj enakomerno razporejamo odjemalce (kliente) po razlicnih DT. DoloCimo
lahko maksimalno Stevilo odjemalceyv, ki so lahko hkrati povezani na eno tocko. Stevilo hkratnih uporabnikov
se lahko dolo¢i Steviléno (v primeru na sliki max. 5 uporabnikov / to¢ko).

Dodatno lahko implementiramo tudi drugo moznost nastavitve - ,by traffic“. Pri tej se omejitev vkljuci ko
uporabniki dosezejo dolo¢eno koli¢ino prometa (primer na sliki - UL 256K /).

V primeru da imamo na posamezni to¢ki preveC uporabnikov se lahko odklopi tiste ki:
— imajo slab signal

— dosezejo timeout® oz. niso bili aktivni doloCen &as (By idle time)

Slika nastavitev load Balance

DrayTek Vigor2925 Series = e
Central AP Management == Load Balance
33:2?;:"1 Enable; ¥
Online Status
—_— Mode: & By Station Mumber
WAN ( Overload Detected By) Maximum Station Number 5 (3-64)

LAN
Load-Balance/Route Policy | By Traffic
NAT = Y . .
Hardware Acceleration Upload Limit 256K T pK bps (Default unit: K}
Firewall Download Limit | User defined v | 373K bps (Default unit: K)
User Management
Objects Setming

EEm Force Overload Disassociation: By signal Strength v

Bandwidth Management

Applications

VPN and Remote Access [ Ok |[ Cancel |
Certificate Management

Central VPN Management

Central AP Management

Load Balance

SSL VPN

USE Application
System Maintenance
Diagnosiics

External Devices

Product Regisiration




Function Support List

Ker gre za novo lastnost dostopnih to¢k Draytek, je na voljo tudi spisek funkcij, ki je ze podprt na
posameznih modelih dostopnih tock. Spisek je prilagojen za zadnje verzije firmware-ov.

DrayTek
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Dashboard
Wizards
Online Staws

Load-Balance/Route Policy
NAT

Hardware Acceleration
Firewall

User Management
Objecis Setling

CSM

Bandwidth Management
Applications

VPN and Remote Access
Ceriificate Management
Central VPN Management
Ceniral AP Management

Function SupportList
SSL VPN
USB Application
System Maintenance
Diagnostics
External Devices

Product Regisiration
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= WE S
Centwral AP Management == Function SupportList
Client Server
Model Name
Function Name APBOO AP900
1.0.5 1.1.0 111 1.1.0 | 111

Register

DHCP v v v v | v
Static IP [ | [
Profile

2.4GHz 3 W 3 W 3
5GHz N W N
AP Mode 3 W 3 W 3
Repeater Mode W W W
Client Disable Auto Provision W W
WLAN Enable/Disahle W
Station List

Station List vV v | vV
Load Balance

Load Balance | vV
Traffic Graph

Traffic Graph v v | v
Rogue AP Detection

Rogue AP Detection | v
AP Mai

Config Backup/Restore W
Firmware Upgrade W
FRemote Feboot W




